Information Technology Services Department Email
Security

Report Issued: April 5, 2021
The objective of this audit was to determine if email security controls are adequate.

The audit scope included the hybrid (on-premise and cloud) email environment for
fiscal year 2020. We reviewed policies, procedures, ITSD’s Security Standards,
and the City’s Administrative Directives pertaining to infrastructure, email security,
and server configuration. We also tested and documented system settings,
configurations, security awareness training, webmail, anti-virus and anti-spam,
monitoring, and security tools.

This report is confidential and is excepted from public disclosure pursuant to the
provisions of the Texas Government Code Section 552.139. Exception:
Confidentiality of Government Information Related to Security or Infrastructure
Issues for Computers, and shall not be distributed publicly.
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